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Simulate Initial Access

Identify entry points and systems to test, 
execute a Malware, establish a Command 

and Control (C2) tunnel, check for Credential 
Exposure and perform Credential Stuffing.

ZAIUX® Evo is a SaaS solution that automates Command and Control (C2) attack 
activities, generating false positive-free reports featuring Remediation Plans.

ZAIUX® Evo delivers advanced Breach and Attack Simulations (BAS) to IT 
infrastructures. It employes Artificial Intelligence to allocate resources through 
mathematical optimization, executing automated ethical hacking processes to 
concretely test security holes in the target network.

Unlike other attack simulations, ZAIUX® Evo autonomously emulates a realistic 
malware infection. This means that the whole defense chain is validated against a 
targeted attack coming from the outside, which brings out all vulnerabilities both in 
Privilege Escalation prevention within the domain and in data exfiltration protection.

Privilege Escalation

Attempt several local and domain privilege 
escalation techniques.

Lateral Movement

Simulate various techniques using diverse 
communication and execution protocols to 

pivot across systems.

Validate and Assess Detection & Response

Measure SOC effectiveness, alerting, 
endpoint and networks detection tools and 

incident response speed.

Test Ransomware & Data Exfiltration

Simulate encryption of data or stealthy data 
exfiltration.

Remediate & Harden

Patch misconfigurations, improve logging, 
tune products and refine response 

playbooks.

Re-test & Continuously Validate

Run periodic simulations to ensure 
improvements remain effective.

Adversarial Exposure 
Validation, made simple

ZAIUX® Evo makes it possible to perform a complete and realistic simulation of an 
intrusion in a MS Active Directory & Entra ID environment with an intelligent 
solution, exploiting a regularly updated range of the most modern and advanced 
hacking techniques, run in stealth mode to emulate a human approach. 
Automation is managed by our proprietary engine, leveraging Machine Learning 
algorithms specially crafted by our team of experts, to emulate human intelligence, 
overcoming time and cost barriers of a manual execution.

Through Artificial Intelligence, the adaptive algorithms shape the system’s 
response according to the attack surfaces emerging from the scans, all in a fully 
automated way.

ZAIUX® Evo generates, for each assessment, an isolated sandbox associated with 
a unique initialization package, which can be directly executed from any endpoint 
within the target network, without installing any agent.

What sets ZAIUX® Evo apart

Clear view of 
misconfigurations and 
realistic attack paths

Enhanced visibility 
of Crown Jewels 

and critical assets

Optimization of 
IR playbooks 

and defense tools
Flexible partitioning 

of the BAS attack surface

Key Benefits

How does
it work?



Advanced 
capabilities

Different Loaders to validate EDR/
XDR effectiveness

Encrypted C2 communication via 
HTTPS and SMB Pivoting

Tunable beaconing and sleep 
obfuscation to monitor SOC 
performance

In-Process .NET Assembly and 
COFF execution

Exploitation of Active Directory 
and Entra ID misconfigurations

READ MORE

An advanced Command and Control (C2) software 
designed for authorized Red Team Operations.

ZAIUX® Framework comes with a vast set of out-
of-the-box evasive techniques, leaving the operators 
only the duty to perform the offensive operations in 
a safe and under-the-radar environment.

www.pikered.com/en/zaiux-framework

ZAIUX® Evo is a “Made in Italy” solution 
developed by Pikered

ZAIUX® and PIKERED® 
are registered trademarks of Pikered s.r.l.

Provide your customers with a scalable 
and flexible BAS platform while taking 
advantage of the benefits of our Partner 
Program.

Schedule recurring BAS, continuously 
monitor your security posture with an 
intuitive CISO Dashboard and get high-
level executive reports.

Get the most of both worlds: deliver a 
tailored red team assessment on top of 
an AI-driven BAS.

Designed for MSPs

Suitable for Enterprises

A safe and stealthy Simulation

Be part of the future of Cybersecurity

A must-have for 
Red Teams

Simple
Configure a simulation from the Dashboard 
and run the First Stage package in the target 
network: ZAIUX® Evo takes care of your 
BAS and, within 24 hours, your report is 
ready.

Realistic
ZAIUX® Evo simulates a hacker attack in IT 
environments, under real conditions, 
without the need of creating exclusion rules 
in firewalls or other defense systems, while 
avoiding suspicious network traffic.

AI-driven
Thanks to the artificial intelligence inside 
the engine, the ZAIUX® Evo Virtual Red 
Team can orchestrate and execute various 
attack techniques simultaneously, adopting 
a realistic and optimized approach.

SaaS
Thanks to the centralized Cloud platform, 
every BAS takes advantage of the latest 
updates. Moreover, the simulation is 
conducted from outside the network, as in 
a real-world attack.

Clear reporting
The editable report shows the successful 
attacks and their impact, mapping them on 
the MITRE ATT&CK® framework for better 
insights on their characteristics and 
possible countermeasures.

MSP-ready
ZAIUX® Evo lets you manage the Cloud 
platform users and the target networks 
with high flexibility. Multiple BAS can be 
executed simultaneously on different sites.

No false positives
A BAS executed by ZAIUX® Evo, differently 
from a VA or a PT, highlights the real 
criticalities that could be exploited by an 
expert attacker, prioritizing corrective 
actions with a Remediation Plan.

Integrable

NO CPU OVERLOADING

NO NETWORK BOTTLENECKS

LOW RAM CONSUMPTION

NO RISK OF USER LOCKOUT

ZAIUX® Evo offers plugins for the most 
common EDRs and SIEMs, as well as APIs 
for 3rd party integrations, letting you 
programmatically manage the creation and 
monitoring of the BAS.

Agentless
The First Stage package of ZAIUX® Evo 
works like an actual malware, leaving no 
traces at the end of the BAS. Neither 
probes in the network nor agents on the 
endpoints are required.

Software
strengths
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