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The following is a list of sub-processors that concur to the processing activities defined in the ZAIUX Evo
Data Processing Agreement.

Sub-
processor

Processing

Data and processing
location

Microsoft Ireland
Operations, Ltd.

Listed below are the activities that may be performed during the
execution of the contract:

- Hosting, through the Azure cloud platform, of the infrastructure
employed by the product, where the main processing activities are
performed. The products involved include: Service Bus, Function App,
Azure Container Instance, App Service, Virtual Machine and their
supporting services.

- Data transmission through secured public channels with platform
users and target infrastructures

- Long-term storage of BAS results, in the form of report documents
and digital assets for consultation in the User Interface. The products
involved include: SQL Server, Storage account and their supporting
services.

- If enabled, analysis of exfiltrated data and execution results with
Large Language Models. The products involved include: Foundry and
its supporting services.

The processing operations may be the following:

storage, communication by transmission, comparison or
interconnection, deletion or destruction;

Data centers in any Azure region
within the EU.

https://learn.microsoft.com/en-
us/azure/reliability/regions-list
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